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Investigation

Service Snapshot:

Digital Forensics

GARDAWORLD PROVIDES Law enforcement agencies report that employee theft is a fast growing
DOCUMENTED crime. In this fast-paced world of business, Digital Forensics has become
EVIDENCE - FROM THE a major support tool for many investigations, such as fraud, harassment,

or ID theft. Consequently, a company’s internal litigators and general
HARD DRIVE TO THE

counsel require specialists with unique skills to uncover comprehensive

DATA CENTER - FOR . . . .
forensic evidence so they can take action against perpetrators on

LITIGATION SUPPORT IN behalf of their clients or organizations.
DIGITAL ABUSE CASES.

What GardaWorld provides

The Digital Forensics service from GardaWorld provides a comprehensive, quality
litigation support solution that correctly documents legal evidence for
organizations that want to take action against perpetrators. Developed specifically
to take advantage of the long history of intelligence expertise from major law
enforcement agencies, and military — as well as a highly skilled team of IT experts and
forensic scientists — the GardaWorld Digital Forensics service provides
documented evidence — from the hard drive to the data center — for litigation
support in digital abuse cases.

Emphasizing quality and efficiency, while leveraging proven techniques, the
GardaWorld Digital Forensics service protects corporate assets and image, helps
to ensure that evidence will stand up in court, increases the expertise of the legal
and security teams, and lowers overall costs.

-‘ Intellectual property theft costs

750,000 jobs per year.

Source: U.S. Chamber of Commerce Report
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INTEGRITY = EXPERIENCE = COMPLETE SOLUTIONS = HIGHER SERVICE STANDARDS = PROVEN TRACK RECORD




Digital Forensics

24 X7 EMERGENCY INCIDENT
RESPONSE — provides immediate instruction
and consulting for preserving evidence over
the phone and immediate response on the
scene.

DIGITAL INVESTIGATION CONSULTING
— provides an understanding of the process
of Digital Forensics, the role it plays in
investigations, the requirements for collecting
evidence that’s legally admissible, and what
to expect during the process.

DIGITAL FORENSICS INVESTIGATION —
takes advantage of skilled technicians who
use specially developed tools and techniques
to search for particles of data and patterns
of usage, analyze data from network usage,
and uncover patterns that are court-tested
and proven to be admissible in court.
Methodical procedures that make a copy of
the entire hard drive or database and pre-
serve it are employed to create an exact
digital replica for analysis.

ELECTRONIC DISCOVERY — provides
macro and micro analysis of all documents,
emails, and images to uncover
suspicious activity.

DATA CAPTURE AND EVIDENCE
PRESERVATION — captures relevant data
and preserves as evidence from the moment
of response until the end of the investigation
to help ensure the integrity of the case.

LITIGATION SUPPORT — provides
documented evidence, expert witness
testimony, and consultation with the legal
team.

ENSURE EVIDENCE WILL STAND UP IN
COURT — by deploying a team of highly
trained and experienced professionals and a
methodical approach based on years of
experience and “intelligence” to preserve
evidence, GardaWorld helps you to ensure
that evidence and expert witness testimony
will stand up in court.

LOWER OVERALL COSTS — you benefit
from a range of comprehensive services
that cover all of your physical and digital
needs with no hidden costs. GardaWorld
delivers highly competitive pricing with more
service value for low-entry cost than any of
its competitors. This is made possible by
up-front fees and hiring highly trained, senior
professionals who are extremely efficient
at uncovering evidence in computer forensic
investigations.

PROTECT CORPORATE ASSETS AND
IMAGE — GardaWorld understands how to
discreetly investigate security breaches
without arousing internal or external scrutiny
or suspicion. Comprehensive services
correlate disparate sources of security
information from across the enterprise and
beyond. From this information the team
gathers forensic-quality evidence that
enables you to take action against
perpetrators stopping them before they can
attack again. The result: your organization
avoids the loss of revenue, time to market,
jobs, and competitive advantage, while
ensuring that your reputation and image
remain strong in public markets.

SUPPLEMENT THE EXPERTISE OF
INTERNAL SECURITY TEAMS — today,
litigators and general counsel within
organizations need specialists with unique
skills to uncover and collect evidence both
within and outside of the business so they can
effectively prosecute perpetrators. GardaWorld
consults with you to supplement the expertise
of your legal and security teams, allowing you
to expand your scope and abilities without
adding more staff.

DIGITAL SECURITY AND
INVESTIGATION

B Data Capture and Evidence
Preservation

Digital Due Diligence

Digital Risk Analysis and Planning
Digital Security Investigation
Electronic Discovery

Vulnerability Assessment and Penetration
Testing

RELATED

Investigation

Litigation Support
Executive Protection
Monitoring and Compliance

GardaWorld

GardaWorld provides comprehensive and
unified security services to corporations, law
firms, financial institutions, and government
and relief agencies around the world. Our
Consulting & InvestigationlGlobal Risks
Group offers market entry strategies, security
planning, security, and intelligence services
that help clients in key growth industries,
including mining and oil & gas, focus on and
achieve strategic business objectives within a
clearly defined operational framework.

Contact a GardaWorld Expert:

U.S. +1 (703) 592-1400
Canada + 1 800 859-1599
information@garda-world.com

garda-world.com
gardaglobal.com
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